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Abstract—

The increasing demand for scalable and highly-available
network services has challenged computer architects to de-
velop new I/O architecture for servers. The recently re-
leased InfiniBand industry standard, for instance, provides
scalable bandwidth and protected I/O communication using
the memory-mapped communication model and a channel-
based switched fabric technology. Advanced device con-
trollers incorporate processor and memory and can execute
sophisticated I/O protocols locally. While accommodating
the new I/O architecture within the traditional software
framework is straightforward, there is little if any research
to explore the server designs that are enabled by the new
I/0 architecture and their performance impact. This pa-
per uses modeling and simulation to investigate the design-
performance space for network servers in the presence of
I/0 switches, such as InfiniBand, and programmable de-
vices. We propose and analyze a range of scenarios starting
from providing conventional servers with high I/O band-
width, to modifying servers to exploit user-level I/O and
direct device-to-device communication, to re-designing the
operating system to offload file system and networking func-
tions from the host to programmable devices.

I. INTRODUCTION

The computing landscape has changed dramatically in
the last decade. While technology trends in processor speed
and memory /storage capacity have been anticipated, tradi-
tional computing systems were unprepared to support the
increased scalability and availability demands of Internet
server applications. The World Wide Web revolution has
catapulted networking from an auxiliary, peripheral sys-
tem to a first-class member of a compute node, blurring
the traditional boundaries of networking, architecture, and
operating systems. With this revolution came the realiza-
tion that a network server’s demand for I/O bandwidth
can no longer be satisfied by conventional hardware and
software.

Two recently proposed I/O technologies are particularly
meant to remove or alleviate the performance bottlenecks
of the conventional I/O architecture, switched-based 1/0
and intelligent/programmable devices. Perhaps the best
example of a switch-based I/O technology is the InfiniBand
standard [1], which has recently been proposed by the lead-
ers of the computing industry. InfiniBand provides scalable
bandwidth and supports remote memory operations, such
as remote read, remote write and remote atomic opera-
tions, in addition to standard send/receive communication.
To a large extent, the InfiniBand specifications for remote
memory operations are inspired by an earlier industry stan-
dard for system area networks, called Virtual Interface Ar-
chitecture (VIA) [2], which in turn was heavily inspired by
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the university research in user-level and memory-mapped
communication [3], [4].

Programmable device controllers that incorporate a pow-
erful processor and memory and can execute sophisticated
I/0 protocols have also been studied. In particular, pro-
grammable disk controllers have been proposed to offload
the host CPU and reduce I/O communication [5], [6], [7].
Programmable network interfaces have been in the mar-
ketplace for a while [8], but they have been studied almost
solely as support for cluster interconnects in distributed
shared memory [4] or distributed file systems [9].

Despite this extensive body of research, two major av-
enues that can decisively define the architecture of the next
generation of high-performance network servers have not
been addressed. First, there has been no research to inves-
tigate a server architecture including multiple communi-
cating intelligent devices (storage, network, switches), and
especially their interaction with novel operating systems
designed for such an architecture. Second, there has been
no research to address the synergy of using intelligent 1/0O
devices and remote memory communication as supported
by the new InfiniBand interconnect, and specifically the
performance impact of no longer requiring the host proces-
sor to mediate that communication.

In this paper we address both of these avenues. In partic-
ular, we investigate the server design-performance space de-
fined by the combination of these two I/O technologies. In
what follows, we refer to cluster of intelligent devices (CID)
to designate a server architecture based on intelligent de-
vices and interconnected by a switch-based I/O fabric that
supports remote memory operations. We study the impact
of exploiting the new I/O architecture with various degrees
of software “awareness” ranging from unmodified conven-
tional software to increasingly sophisticated software mod-
ifications. We use modeling and simulations to analyze
a range of scenarios starting from providing conventional
servers with high I/O bandwidth, to modifying servers to
exploit user-level I/O and direct device-to-device commu-
nication, to re-designing the operating system to offload
file system and networking functions from the host to pro-
grammable devices.

We develop a simple model of the performance of appli-
cations running on conventional and CID architectures. To
make the model and its usefulness more concrete, we focus
on an interesting I/O-intensive application, a simple Web
server. The model is useful is illustrating the main perfor-
mance trends. Unfortunately, the model does not include
enough detail for us to study interesting aspects of CIDs,
such as the ability to perform remote memory writes. To
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Fig. 1. Components and data flows assumed by the model.

counter this problem, we are also developing a simulation
infrastructure to study CIDs and potential software orga-
nizations for them. We use our current simulator to study
a specific breakdown of the operating system for a CID. In
particular, we study scenarios in which the file system and
the TCP stack are executed on the host or on intelligent
devices for two applications, an SMP-based Web server and
an SMP-based video-on-demand server.

The remainder of this paper is organized as follows. The
next section presents a model of CID performance for a
Web server. Section III presents our most interesting mod-
eling results. Section IV describes our simulation infras-
tructure. Section V discusses our main simulation results.
Finally, section VI draws our conclusions.

II. ANALYTICAL MODEL
A. General Form

Figure 1 presents a pictorial description of the main com-
ponents of our model, namely the hosts (processor + main
memory), the I/O interconnection, the network interfaces
(labeled “NI”), the disk controllers (labeled “DC”), and the
disks. A system can have one or more of each of these re-
sources. A conventional system only involves computation
at the hosts, whereas hosts as well as devices can perform
computation in a system with intelligent devices.

The figure also shows the data flows through the system.
To simplify the model, we assume that applications are
driven by data coming from the network interfaces and/or
disks, so that each of the resources operates on streams
of data in pipelined fashion with negligible activation and
post-processing costs. The basic idea of the model is then
to estimate the performance of the system based on the
performance of its bottleneck resource. Our model is simi-
lar in flavor to that described in [10] for active disks.

Table I lists the model parameters. For each application,
N is defined as a different function of N, N&, N ., and
N4 .; Ny, is a different function of N™* N7 N and
N"d; N, is a different function of N, and N2 ,; and finally,
Ny is a different function of N2, and N ,.

In the conventional system, the overall run time is the
largest of the individual pipeline stages: host processing
time, internal I/O interconnection transfer time, network
interface transfer time, and disk transfer time. Thus, the
run time is:

TABLE 1
MODEL PARAMETERS.

Architectural Parameters
h Number of hosts

n Number of network interfaces

d Number of disk controllers

Sh Speed of the host processor

Sn Speed of network interface processor

Sd Speed of disk controller processor

Architecture/Application Parameters

r Effective I/O interconnection transfer rate

Tn Effective network interface transfer rate

rq Effective disk controller transfer rate
W, Cycles per byte at host processor (conventional)
w, Cycles per byte at host processor (active)
Wn Cycles per byte at network interface processor
wq Cycles per byte at disk controller processor

Application Parameters

N Number of bytes processed by the system

Np, Number of bytes processed by host processors
Np, Number of bytes processed by network interfaces
Ny Number of bytes processed by disk controllers
Number of bytes coming from network

Nd Number of bytes coming from disks

N7, | Number of bytes sent out by network interfaces
Ngut Number of bytes written to disks
Nhd | Number of bytes sent from hosts to disk controllers
N? | Number of bytes sent from hosts to network interfaces
N7h | Number of bytes sent from network interfaces to hosts
N9 | Number of bytes sent from disk controllers to hosts
Ndn | Number of bytes sent from disks to network interfaces
N7 | Number of bytes sent from network interfaces to disks
Performance Measures

te Run time for the conventional system

ta Run time for the system with intelligent devices

Te Throughput for the conventional system

Ta Throughput for the system with intelligent devices
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Given that in the conventional system the network in-
terfaces and disk controllers do not perform any data fil-
tering, we have N™* = N/ Nh» = N = N = N4 and

mn? out’ mno

N = Nd .. The throughput for the conventional system
is:
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In a system with intelligent devices, the overall run
time is the largest of similar pipeline stages: host process-
ing time, internal I/O interconnection transfer time, net-
work interface transfer time, on-network interface process-
ing time, disk transfer time, and on-disk processing time.
Thus, the run time and throughput for the system with
intelligent devices are:
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If direct device-to-device communication is used, the sec-

ond term of ¢, (the I/O switch component) should become:
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r

B. Ezxzample Application: A Web Server

We illustrate the use of the model with the parameter
values of a real I/O-intensive application, a Web server.
The parameter values listed in table II were collected from
the simulation of a simple Web server subject to client re-
quests for 16-KByte files. The requests were processed one
at a time with a 10% memory cache miss rate. The de-
tails of the simulator are described in section IV. Given
these values, the run time and throughput of the server on
a conventional system are:

wp, X S S(1+4 miss_rate) S

tc. = max
( h x sy’ T nXr,
S X miss_rate
d x Td
. hxsy, r d X ry
Tczmln( y " SN X Ty —/————
Wp, 1 4+ miss_rate miss_rate

The same measures for a system with intelligent devices
are:

wy, x S S(1+miss_rate) S

h X sp, T nxr,
wn, X S S X miss_rate wg X S X miss_rate

te = max(

)
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nxs, dXrg

)

wy,  miss_rate’ wg X miss_rate

For the Web server with intelligent devices, we can actu-
ally have direct communication between the disk and the
network interface for cache misses. More specifically, the
host can inform the disk controller that will service a cache
miss where to write the file data, i.e. the correct network
interface memory. In this scenario, the two formulas above
would not have the miss_rate factors in their switch trans-
fer components.

TABLE 11
MODEL PARAMETERS AND DEFAULT VALUES FOR WEB SERVER. S ~
NUMBER OF BYTES SERVED. miss_rate IS THE FRACTION OF FILE
REQUESTS THAT MISS IN THE MEMORY CACHE.

Parameters Default Values for the Web Server

r 2 GB/sec

Tn 116 MB/sec

rq 6.7 MB/sec

wp, (8.5 + miss_rate x 1.5) cycles/byte
w, 0.15 cycles/byte (server + rest of OS)
Wn, 3.8 cycles/byte (TCP processing)
wy 1.5 cycles/byte (file system processing)

N S

Np, S

Nn, S

Ny miss_rate X S

N ~0

N{i miss_rate X S
Nout S
Ngut 0
Nhd 0
Nhn S
Nmh ~0
Ndh miss_rate X S
Ndn 0
Nnd 0

Under device-to-device communication
Nhn (1 — miss_rate) x S
Ndh 0
Ndn miss_rate X S
Nnd 0
TABLE II1

ARCHITECTURAL PARAMETERS AND THEIR DEFAULT VALUES.

Parameters | Default Values
h 1
d 4
n 4
Sh 1.5 GHz
Sn 300 MHz
Sq 300 MHz

III. MODELING RESULTS

Before we present our modeling results, it is important
to discuss our validation of the model. We compared the
model predictions against comparable Web server simula-
tion results. Because the correct values for the wp, wy,
Wy, wq, and rqg parameters can differ for different config-
urations, we set them to the values we observed in the
simulations of section V. We considered conventional and
active systems connected by a PCI bus or the InfiniBand
interconnect.

Our comparisons show that the model predicts through-
put with greater accuracy for low miss rates. For instance,
assuming a miss rate of 0%, the modeling results for all
system configurations are within 9% of the corresponding
simulated results. With high miss rates the model over-
estimates the throughput of the server by a larger mar-
gin. The reason is that the simulated Web server does not
have enough threads to hide the latency of the disk subsys-
tem and keep components fully utilized. Assuming a miss
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Fig. 2. Throughput as a function of the miss rate for different
number of disk controllers.

rate of 10%, for instance, the modeling results overestimate
the simulated results by at most 22%. Most importantly
though, the model predicts the correct performance trends,
regardless of the miss rate.

In the next few paragraphs we use the model to consider
a few interesting parts of the parameter space. All results
assume a miss rate of 10% and the Web server parameters
listed in tables II and III, unless we explicitly mention oth-
erwise. Even though we fix the values of wy, w}, wy, wq,
and r4 for these results, we do not expect this simplification
to qualitatively affect the trends we illustrate.

Disk Controllers. Figure 2 plots the throughput of con-
figurations with different numbers of disk controllers. We
consider both conventional (labeled “C”) and active (la-
beled “A”) versions of the Web server.

This figure shows that an active Web server can per-
form significantly better than its conventional counterpart
for h = 1 and n = 4, provided that the disk subsystem
does not become a bottleneck. In a configuration with a
single disk controller, the disk itself becomes a bottleneck
at a very low miss rate. With more disk controllers, the
bottleneck only appears for higher miss rates, due to the
larger aggregate transfer rate of the disk subsystem. For
the lower miss rates and larger numbers of disk controllers,
the active Web server can achieve a throughput that is a
factor of 1.8 as high as that of the conventional server. The
reason is that for this range of parameters the host proces-
sor is the bottleneck of the conventional servers, whereas
the network interface processors are the bottleneck of the
active servers. The difference in time per byte spent by
these processors is exactly a factor of 1.8.

Figure 3 presents the effect of varying the file system pro-
cessing requirements when we do not offload the TCP stack
to the network interface. Note that we consider a wide
range of file system processing requirements; most of these
requirements are much higher than the 1.5 cycles/byte that
we measured (table IT). Our goal here is to illustrate the
trends for more computation-intensive file systems, which
become feasible with powerful disk controller processors.
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Fig. 3. Throughput as a function of cycles per byte of file system
processing for different miss rates (%).

This figure shows that the throughput of the conven-
tional system is degraded as we increase the number of
cycles per byte required by the file system. The degrada-
tion is proportional to the miss rate, since the bottleneck
is the host processor for the whole parameter space con-
sidered in the figure. In contrast, the active system is able
to retain the same performance regardless of the require-
ments. Finally, the figure shows that when the processing
load imposed on the disk controller is low, less than 5 cy-
cles/byte, the throughput gains of the active system are
small, as one would expect.

Network Interfaces. Figure 4 presents the effect of
varying the bandwidth of the network interfaces. For low
bandwidths, increasing the number of interfaces increases
throughput significantly. The throughput of the conven-
tional servers increases up to the 168 MB/sec limit im-
posed by the host processor. In contrast, the throughput
of the active server reaches 268 MB/sec with four or more
network interfaces and is limited by the disks.

Another interesting observation from this figure is that
the active Web server with a small number of network inter-
faces (1 or 2) performs worse than the conventional server
for network bandwidths higher than about 75 MB/sec. The
reason for this result is that the network interface sub-
system cannot run the TCP processing with high enough
throughput with only a few processors, given our processor
speed assumptions. With a few relatively slow processors,
it is more appropriate to run lower layers of the communi-
cation protocol at the network interfaces. This highlights
the importance of breaking the software down carefully in
an active system.

Figure 5 presents the effect of varying the TCP process-
ing requirements. We can see that a single 300 MHz pro-
cessor is able to handle up to about 2.5 cycles/byte for a
Gigabit Ethernet network interface. After that point, the
active system starts to perform worse than its conventional
counterpart, as the network interface processor becomes a
bottleneck. A similar effect is observed for two 300 MHz
processors. However, the use of more network interfaces al-
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Fig. 6. Throughput as a function of number of host processors for
different switch bandwidths.

lows the active system to significantly outperform the con-
ventional system. The maximum gain strongly depends on
the number of devices and the particular TCP processing
requirements.

Note that more than four network interfaces for the con-
ventional server do not improve the throughput further.
The reason is that this number of interfaces is enough to
make the disk or the host processor the performance bot-
tleneck.

Switch. Figure 6 presents the effect of varying the switch
bisection bandwidth on the throughput of the conven-
tional, active, and direct (disk to network interface) trans-
fer (“DT”) systems. As we can see in the figure, four pro-
cessors are enough to saturate an active system based on
the PCI-X bus (1 GB/sec), while we need six processors
to saturate a conventional system based on the same bus.
More generally, we can see that a conventional system re-
quires a larger number of host processors in order to get
the same performance of an active system, especially for
the higher bandwidths. The reason is that in the former
type of system the disk controller and network interface
processors do not participate in the execution of the ap-
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plication or operating system. Note also that, at a large
number of hosts, the active system saturates at a through-
put that is about 10% lower than the active system with
direct disk-to-network interface data transfers.

Host. Figure 7 shows the effect of the (non-TCP or file
system-related) host processing requirements as we vary
the number of host processors. These results illustrate
the effect of requests for CPU-intensive dynamic content.
The figure shows that the disk subsystem is the bottleneck
for low requirements. As the requirements are increased,
the host processor quickly becomes the bottleneck for the
conventional systems. The active systems can deal with
significantly higher requirements without degradation be-
cause the TCP and file system processing is offloaded to
the corresponding devices. The performance advantage of
the active systems sharply decreases however, as we move
to very high processor requirements.

In summary, our modeling results illustrate the perfor-
mance benefits of having greater I/O bandwidth, multiple
intelligent devices, direct device-to-device communication,
and splitting the operating system between the processors
of a CID. More importantly, the results illustrate the need



TABLE IV
MAIN PARAMETERS AND THEIR DEFAULT VALUES.  ESTIMATED.

Parameter Default Value
Number of host processors 16

Clock frequency of the host CPU 1.5 GHz
First-level cache size 32 KB
Second-level cache size 128 KB
Main memory size 128 MB
Number of memory banks 8
Memory bus frequency 133 MHz
Number of disk controllers 16
Disk controller cache size 128 KB

Disk seek time 2 millisecs +
20 microsecs/track
Raw disk transfer rate 40 MB/sec

Number of NIs 16

Raw NI transfer rate 128 MB/sec
Raw PCI transfer rate 512 MB/sec
RapidIO 4-byte message latency 250 nanosecst
RapidIO transfer rate 2 GB/sec
InfiniBand 4-byte message latency 4 microsecst
InfiniBand transfer rate 2 GB/sec

for careful co-design of the software and hardware to avoid
unwanted bottlenecks.

IV. SIMULATION METHODOLOGY

Simulator. In order to evaluate the behavior of real
applications running on CIDs, we are developing a de-
tailed event-driven simulator. The simulator is based on
the MINT [11] front-end, and allows us to simulate a clus-
ter of SMPs connected to several I/O devices.

We simulate the behavior of an N-way SMP, where each
processor has a coalescing write-buffer and a first-level
cache. Second-level caches are external to processors and
implement a three-phase write-back cache coherence pro-
tocol. The memory hierarchy is completed with a memory
controller and M independent memory banks. The pro-
cessors and caches are connected to the memory through
a bus (the memory bus). An I/O bridge is also plugged
into the memory bus. The function of the I/O bridge is to
serve as an interface between the memory bus and the I/O
interconnection. Several disk controllers and/or network
interfaces can be plugged into the I/O interconnection.

Our simulator is able to implement several architectures
for the I/O interconnection. For this paper we evaluate
an I/0 bus (PCI), and two switch-based I/O interconnects
(RapidIO and InfiniBand). RapidIO [12] and InfiniBand [1]
are communication standards based on a packet-switched
interconnection. RapidIO is a flexible architecture internal
to high-end servers with high bandwidth, low latency and
dedicated hardware interfaces between chips. InfiniBand is
focused on distributed systems allowing the communication
between server hosts and external resources such as I/0 de-
vices. In terms of bandwidth, the standards are compara-
ble. However, the per packet latency of InfiniBand should
be higher than that of RapidIO, because the latter stan-
dard assumes chip-to-chip communication. Nevertheless,
InfiniBand allows larger packets than RapidlO, mitigating
the higher latency problem.

Contention for buses and memories is simulated in de-
tail for all I/O architectures. However, contention for the
I/O interconnection is only simulated at the end-points.
Given the high interconnection bandwidths we are consid-
ering, this assumption should not cause relevant inaccura-
cies. The main architectural parameters used for each one
of these implementations are listed in table IV.

The simulator also allows us to run several application
threads or processes on each processor. The threads or
processes share all the resources of the SMP. In addition,
the simulator allows us to have a programmable processor
in each I/O device. The architecture of the each I/O device
is similar to the architecture of a host/memory pair.

In order to simulate the operating system functionality,
we have written user-level libraries that implement the file
system and the TCP stack. The TCP library is currently
very simple, simulating data copying and checksum com-
putation only. The active systems we simulate split the
operating system in the following way. Each active disk
runs a copy of the file system, but any data caching is im-
plemented by the server (user-space) running on the host.
Each network interface executes the simplified TCP stack.
A message send involves the application sending a mes-
sage to the network interface. The message is transferred
directly from user-space to a buffer at the interface. A mes-
sage receive is first buffered at the network interface and
then copied directly to user-space at the host. All intra-
server communication in the active systems is performed
with remote memory reads and writes.

Applications. We use two server applications. The first
application is a Web server that creates several threads.
Each thread listens to a socket for requests. After receiving
a request, each thread parses and serves the request from
disk or from its internal file cache. The workload of the
Web server consists of requests for 16-KByte files. The
memory cache miss rate is 10%.

The second application is a video-on-demand (VoD)
server that also uses several threads for servicing requests,
but it does not use any internal caching mechanism. The
workload of the VoD server consists of requests for very
large files without temporal locality. Thus, caching is not
useful in this case; all requests access the disk. For both
types of servers, the clients are real processes, not simula-
tions.

V. SIMULATION RESULTS

Figure 8 shows the throughput of a Web server for three
different I/O interconnections. For each I/O interconnec-
tion, the figure differentiates the performance of a conven-
tional and three active servers. Each active system assumes
a different device processor speed; the second bar from the
left is for 100MHz device processors, the third bar is from
300MHz device processors, and the rightmost bar is for
1.5GHz device processors. These bars correspond to ratios
of 1:15, 1:5, and 1:1 for the device/host processor speeds.
All active servers assume that the TCP stack runs on the
network interfaces and the file system runs on the disk con-
trollers.
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Fig. 8. Throughput of our Web server.

We can see that for this application, the I/O bus-based
system performs worse than those systems that are based
on a switched I/O architecture. The reason for this result is
the bottleneck created by the bus; most of the I/O time is
wasted in contention for the I/O bus. If we use a switched
I/O interconnection (RapidIO or InfiniBand), the perfor-
mance of the conventional servers improves by 15%. The
active servers improve even more when fast device proces-
sors are used. The improvements for the active servers can
be as large as 146% for RapidIO and InfiniBand when the
I/O devices and the host all have 1.5GHz processors.

Under switched I/O the host processors become the ma-
jor performance limitation. Thus, the active servers per-
form better than the conventional ones when the I/O inter-
connection is not the bottleneck, provided that the device
processors are fast enough. For both switches, the differ-
ence between the conventional and the active servers with
300MHz and 1.5GHz processors is about 85% and 112%, re-
spectively. These performance improvements are basically
due to the offloading of the host processors, the elimina-
tion of the data copy (from user to kernel space) made at
the host, and the corresponding reduction in memory bus
contention. In the active servers, this copy is not necessary
because the application transfers the data to the network
interface directly from user space.

Figure 9 shows the throughput of a VoD server for the
same three different I/O interconnections. For each I/0O in-
terconnection, the figure also differentiates the performance
of a conventional and the same three active servers.

We can see in this figure that the throughput of all server-
architecture combinations is low. The reason is that the
performance of this application is limited by the disk ac-
cess time. Processors in the conventional server on a PCI
bus spend more than 90% of their time waiting for disk
accesses to complete. The reason is that disk access re-
quests coming from different processors are interleaved by
the bus arbitration, thereby reducing the locality of ac-
cesses. Moving to an active server or a switched I/0O ar-
chitecture alleviates this problem. The active servers alle-
viate the problem because prefetching is performed by the
disk controller itself, guaranteeing an ordering of accesses
with good locality. The throughput of the active servers
is 47% higher than the conventional server under the PCI
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Fig. 9. Throughput of our VoD server.

bus. The switched I/O architectures alleviate the problem
because the requests are not serialized by the I/O inter-
connect. Using either RapidlO or InfiniBand increases the
throughput of the conventional server by 31%.

In summary, these simulation results reinforce our mod-
eling observations, which highlight the importance of hav-
ing enough I/O bandwidth, programmable devices, and
split operating systems. In addition, the simulation re-
sults demonstrate that there are no significant performance
differences between RapidlO and InfiniBand for the appli-
cations we considered. We are currently in the process of
extending our infrastructure to simulate device-to-device
communication, more sophisticated disk scheduling, and
split applications.

VI. CONCLUSIONS

In this paper we investigated the design-performance
space for next-generation network servers, which we envi-
sion will be built as clusters of intelligent devices with re-
mote memory communication. From our preliminary eval-
uation of several hardware-software architectures we con-
clude that (i) intelligent devices amplify the performance
benefit of switch-based I/0, and (ii) the new I/O architec-
ture for servers requires a new system software architecture
(Split-OS [13]) in order to fully reveal its potential.
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